IIpunoxxernuve
VNHOOPMALIUSA
0 crioco6ax coBepIIeHyIsi MOLIeHHINYECTB ¥ MeToaxX 3alyThl 0T HiX

1. MonmrennmuyecTBa ¢ IiaTeXHbIMM KapTaNy
SBOHKM M COCOIIeHNIS 13 6AHKOB uepes BupTyanbHble ATC

OTOT CrIocod MOLIEHHMYECTBA SIBJISIETCS HauOOIee HOBbIM. 3/I0YMBILIIEHHNKH
obopmrsror o6saunyioc ATC Ha OZHODPa3oOBYIO CUM-KAapTy, a 3aTeM uepes Beb-
MHTEP(ENC MEHSIOT TesneOHHbBI HOMEp CBOEH CTaHuyyu Ha TenedOHHbIN HOMep
6anxa. Ilpencrasisach cOTpymHMKAMM GaHKa, IPECTYIIHUKM 003BAHMBAIOT KIMEHTOR
Y TMOJ, pasayYHbIMM TMPEeIJIoraMy BBLIICHAIOT Y HMX HOMEpPa KapT, OLHOPA3OBble
IapoJy 1 KOAbI NOCTYIIA, HeoOXOAyMbIe VI MPOBEIEeH s OIepalil 10 6aHKOBCKIM
kapram. Tarke ¢ HOMepa-JBOMHWMKA 6aHKAa MOIUEHHMKM MAacCOBO pacCBHUIAIOT
KJIMEHTaM OaHKa CMC-COObLIeHMs O BIOKUPOBKE KapThl IS pasGIOKMPOBKY VM
pefjaraioT I1epeBecT MHeHbIM Ha CUeT MM OTHPaBUTh CMC-COOOLIeHMe Ha
KOPOTKMI HOMEP.

@OyInmHr

DyiuuHr - Kpaka JIIOOBIX IePCOHAILHBIX TAHHBIX, BJIALEeHMe KOTOPLIMM
MIO3BOJISIET TPECTYMHWKAM I10JIy4aTh BRIFOLY. OJTO CEPMM M HOMEpa NacIlopTOB,
PEKBM3UTH OAHKOBCKMX KapT ¥ CYETOB, [APOJIM IJIS BXOAA B 3JIEKTPOHHYIO IIOUTY,
IUIATOKHYIO  CHMCTEMY JM aKKayHTbl B COIMANbHBIX CeTsixX. llepcoHanbHyro
VHQOPMALMIO MOLIEHHMKY MCIIONB3YIOT IJI TMOIYYEeHys HOCTyIa K aKKayHTaM, K
KOTOPLIM TPMBA3AHLI OAHKOBCKME KapTbl, YTO IIO3BOJIIET IIOXMIUATH C UX CUYETOB
[IeHe KHbIe CpelCTBa.

Hst KPaskiu MePCOHATBHBIX JTaHHbIX buiueps: MaccoBO
pacChblIaloT 3MeKTPOHHbIE NMCbMa OT MMEHM T[OCYIAPCTBEHHBIX OpPraHOB WM
M3BECTHBLIX KOMIIAHMII, HaIpuUMep, KPYIHbIX OaHKOB MIM OHJIAMH-MAarasyHoB. Mx
Lejab - 3aCTaBMTb IOJydaTeNel IIeperTy I10 YKa3aHHOM B IIMCbMe CChbIIKe Ha
MOOAeNbHBIY CalT KOMIIAHMM, MHTEp(eriC KOTOPOro BHEIIHe He OTIMYMM OT
HACTOSILETO CalnTa, M BBECTU CBOM JIMYHbIE HaHHble. [[JI9 MPUBICYEHMS BHUMAHMS K
MICbMY B TEME YKa3blBaeTCs Ha MEePCHeKTUBY OGOBIION BBITOLBI WM HA IIPO6IeMy,
TPeOVIOIIYIO CPOYHOTO paspelIeHysl.

[ToncraBHbIE CTpaHMLBI MEMCTBYIOT HEJOIrO - KaK MIPaBusIo, He 6GoJyee OIHOI
HeNeny, BBMUIOY YacTOro OOHOBJIEHMS 0asbl aHTUGMIIMHIOBLIX IIPOrpaMM U
GunpTpos. OZHAKO MOIIEHHMKM, CIeNys OTJIasKeHHOM CXEeMe, CO3Lal0T BCé HOBbIE U
HOBbIE CauThI-QanbIIMBKY IJIS cOOPA ePCOHATLHBIX JaHHBIX.

Tax, criamepnl aKTMBHO PACChIIany MO BCeMY MUPY (asbIUyiBbIe YBELOM/IEHS
O BBIMIPBILIE B JIOTEpEsxK, NPUYpOUYeHHBIX K YemmuoHaty EBpomnbl mo ¢yrbony,
Omymnuazne B Bpaswmm n Yemmmonatam mupa 1o gpyroony B 2018 u 2022 romax.
I TonyyeHMs [eHer IIOydaTeslio IIMCbMa Ipefjiarajoch BBeCTM Ha CayTe
HeCYILeCTBYIOUeN JIOTePe ePCOHATLHYIO MHGDOPMALILIO.

JKuremy Poccuu romyvamy mycbma, 3aMacKyupOBaHHbIe [TOZ YBELOMIEHNS OT
DepepaybHON  HANIOroBOM Cnysk6bl M ITerncuonnoro douma PXD, npumepHO




CJIRAYIOIIETO COMNEPIKAHNA: «YBaskaeMblii Hajoromiatensimk! Y Bac BbISBIEHA
3am0/uKeHHoCTh. CpoK moramenys noara mo 23.12.2016 r. [TompoGuee Bbl MoskeTe
O3HAKOMMTBCS, TI€Peyis MO CCbUIKe... » wmmm  «OCyIiecTsieH nepepacyer
MEHCVMOHHBIX HakomaeHmis. OOS3aTENbHO O3HAKOMBTECh II0 CCbUIKE...». lloce
Tepexona Ha TOJJeNbHbI CaiT IOCYNAPCTBEHHOTO OpraHa VIS IOMYUYeHUs 6ojee
ITOIPOOHOY MH(OPMALIMY TI0JIb30BATENIO MIPeIJIAragoCh BBECTI CBOU IepCOHATLHbIE
OaHHbIe.
CrumMMu™ar

CuirelBaHMe TAaHHBIX KAPTbI TIPM TOMOILM YCTAHABAMBAEMOrO Ha GAHKOMAT
CHelyajbHoro  yCTpoucTBa (ckummepa). C HOMOLIBK) HEro 3/I0YMBIIIEHHKH
KOMMPYIOT MHQOPMALMIO C MArHMTHOJN IIOJIOCH! KapTbl (MM JepyKaTel, HOMeEp U
CPOX IeNACTBYS KapThl). [Isg CYUMTBIBAHVS MUHKOLA IIPECTYITHUKYA YCTAHABMBAIOT Ha
0aHKOMAT MUHMATIOPHYIO KaMepy JIM HAKIaAKy Ha KJIaBuUaTypy.
3apnames uHOOpMALMEN O KapTe, MOIIEHHWK M3TOTABJIMBAET ee oyomxar u
PaCIODSLKABTCS NEHKHBIMM CPeNCTBAMM AepsKaTesss OPUIMHATBHOM KapThl.

2. Copepuienye MOKYIIOK B cety MuTepHeT

MOIEeHHNKY TIPUBIEKAIOT MOTEHIMATbHBIX JKEPTB HM3KMMM ILIeHaM¥ Ha TOBAphI
u3BecTHbIX OpenpoB. lloxkymarener npocar BuecTu MPeoIUIaTy, Kak IpaBuiio,
repeBecT [IeHeXXHbIE CPefCcTBa Ha 3JeKTPOHHbBINM KollleraeKk. B TeueHue HeCKOTbKIX
JUHEJ Marasiu 0beIIaeT CKOPYIO DOCTaBKY TOBAp4, [IOC/IE Yero becciiemHo Mcyesaer.
Cxoskmii criocob MOLIEHHVYECTBA JICIIOIb3YeTCs NPy NPoJaske TOBAPOB WJIM YCIIYT Ha
SJIEKTPOHHBIX  JIOCKAX OOBSBJIEHMIT, MHTEPHET-ayKIVOHaX, (GOpyMax, Cepsucax
OponmpoBanms HegBwKMMOCTH. Kax M B CIy4yae C MHTepHeT-MarasyHamu,
MOLICHEVKI TIPYBIEKAIOT CBOMX JKEPTB HMSKMMY LIeHaMM U TPeOYIOT IepeyuyiCIeHys
TIPEJOTITIATL Ha 3JIEKTPOHHbIN KOIesIeK iy GaAHKOBCKYIO KapTy.

Odopmrenne nomca OCATO

MOIIeHHVKY DErMCTPUPYIOT JOMEHHOe VMSI, COLepKalliee B HA3BaHMM CJIOBO
«0sago» U HANOMMHAIOLUEe NOMEHHOe MMSI ONHOM 13 M3BECTHBIX CTPAXOBBIX
xomnauyy. Ha sTom momere pasmernaercs GuILMHIOBBIN calir, CTPaHMIIBI KOTOPOIO
TPAKTHUHYECKN TIOJHOCTBIO KOMKUPYIOT O(QOPMIIEHVE OPUIMHAIBHOIO Beb-pecypca,
MPYHANIEKAIETO CTPAXOBOM KoMmmamuu. [l pacyera CTOMMOCTM CTPAaxOBAHMS
MO/Ib30BATE/I0 HEOOXOMMMO 3aIONHNUTh HeGOJBIIYIO aHKEeTy - yKasaTh MM, [ATy
POKIEHST, HOMED BOAMTEIBCKOrO YIOCTOBEPEeHMS, NaHHble 06 aBTOMOGMIe, HOMep
Tene(OHa ¥ 3MEKTPOHHYIO TOUTY JUIS CBssy. [1ocse BBemeHNs JaHHBIX TOKYIIATeIo
IpeAIaraoT OIIaTUTL 9/1eKTpOoHHBIN momic OCAI'O ¢ nomolpro GaHKOBCKOM
KapTbl: yKa3aTb HOMED KapThl, OarTy OKOHYaHus ee merctsus u CVC/CVV-kop.
MOLIeH KN TIePeHAIPAB/IAIOT  [IONB30BATeI HA  NOLIEIBHYIO CTpaHMITY
TIOATBED/KICHMA  OILIAaThl, TZieé [MPOCAT BBECTM IMONYUEHHBI OT 6aHKa KO[
TONTBEPIACHMS  OIUIaThl. B ciIyuae ycmexa  3JIOYMBILUIEHHMKM — OBXOISIT
IBYX(aKTOPHYIO ayTeHTUOMKALMIO ¥ TIONTYYarOT JeHbIM.



AHaJIOIMURYI0 cXeMy OOMaHa MOKHO BCTDETUTDb TPV IIOKYIIKE aBUabuIeTOB
OHJIAJIH.
3. BpIAIDBIII B JIOTEPEIO

C MOMOLUBKO MAaCCOBOM DPAaCCBUIKM 3JTeKTPOHHBIX IMCEM ¥ CMC-COOBIIEHII
MOIICHHMK) OMOBEWIAIOT [TOTEHUYaTbHbIX JKEPTB O BbIUTPBILLE LEHHbIX Mpu3oB. [t
VX TOJIYHEHNMS  3/I0YMBINIJIGHHVK) TIPOCAT I1ePEBeCTM Ha SJIEeKTPOHHBIE CyeTa
HEKOTOPYIO CYMMY [I€Her, OOBSICHSS 5TO HEOOXOOMMOCTBIO VIIIAThI HAJIOIOB,
TaMO>KEHHBIX TTONUIVH VM TPAHCIOPTHBIX PACXOLOB.

4. MonreHHyyecTBa oy npesiorom
6/1aroTBOPUTEILHOCTH

Moirennmxu PasMEIIaT B COUMAaJIbHBIX CeTSIX MIM Ha CbOpWVI&X IIOOJIO>KHbIE
OOBSIBIICHMUS O C60p€ CpencCTB TSDKEeT0O0IbHBIM OETAM MU 683,ZIOMH}>LM JKMBOTHbBIM
iy OeJjialoT PEeTICCThl peaylbHbIX O6’bﬂBJIE‘HMI7[, HO C NONJIOKHBIMM OaHKOBCKUMMU
PEKBM3MTAMIU.

5. MowensnyecTea, HalpaBIeHEbIe HA 3aPaskeHyie YCTPOoiicTBa
I10/Ib30BATE/I BPELOHOCHOM IIPOrPaAMMOIA

Mowennyky, ¥CHOMb3ys 9NEeKTPOHHBIE ajpeca, CXOoXue ¢ ampecamu
JIETA/IbHBIX  OPraHM3alyi, PacChlIalOT OT MX MMEHM COOBLIeHNMS, copepsKalve
CCBIIKY Ha CKadIMBAHME OTKPBITKM, MYSbIKM, KADTMHKM, apXuBa MM IPOTPAMMBL.
3aITyCK BJIOSKEHVSI UM TTEPEXOJL [0 CChUTKE MOKET VHULMAIVM3YPOBATE YCTAHOBKY Ha
YCTPOMCTBO BPeIOHOCHOCHO MIpOTPaMMbl (BBIMOTATENSI-0I0KMPATODA,
W QPOBAILIYIKE, TPOSHCKOM [POrpaMMbl) Mam ke odopMIeHMe IONIICKY Ha
TUIATHYIO YCIIYTY.

O6ye peXOMeHJANMY T0 06eceyeHuIo
Gesomacnoy paGorer B cetu Mureprer

- HMKOMY He IepefiaBaTh KOHbUAEHIMATbLHbIE JaHHbIE (JIOTVH, ITapoJIb), B TOM
4yICrie pOICTBEHHMKAM, KOJIIEraMm;

- VICIIO/Ib30BATh CJIOXKHBIE MAPOJIM, COCTOSILME M3 6YKB, UM(P U CIIeNMAaTbHbIX
CHMBOJIOB, WCKIIOUUThL MCIIOMB30OBAHME MAaposiel IO yMOMYaHuio, (BTOPON TIom
TOAPSN CaMbIM TIOMYJLIPHBIM TTAPOJIEM B MUpe SBIIIeTCst «123456%);

- PeryJsIpHO OCYIIECTBIIATD CMEHY naposien, obecreunTs ux
KOH(WMLEHUMaTBHOCTD; ‘

- JICTIONb30BAaTL B paboTe JIMLEH3MOHHOE IIPOrpaMMHOe Obecredenye ¢
YCTaHOBJIEHHBIMY OOHOB/IEHUSIVMIM GE30TIaCHOCTY;

-Ha BCeX YCTPOUCTBAX, MHOJDKHO ObITh YCTAHOBJIEHO JIMLIEH3MOHHOE
AHTVBMPYCHOE TIPOrPaMMHOE O0eCreyeHye ¢ akTyaIbHbIMM OOHOBIEHVISIMIA;

- He JICMO/b30BaTh OOLUECTBEHHbIe GECnpOBONHBIE CETM ¥ YCTPOICTBA A
paboThI C MIMYHOI MHDOpMALE);



" HE JICII0/Ib30BaTh MPOrpaMMHbIe HPOJYKTRI, IIOJTYYEHHBIE U3 COMHUTEIbHBIX
VICTOUHMKOB  (IIMPUHIOBBIE daitnoobmenHbIe ceTn), MomubMIMPOBAHHLIE
IpOrpamMmHbIe IIPOMYKTEI, He ITOCeIaTh PECYDCDI C COMHUTEIIBHON PerryTauyues;

~ /DTIHYIO MHQOPMALHIO BBOIUTL TOIBKO ITpyt 6e30IIaCHOM COeIVHe M1 (URL
BeO-CaliT [ODKEH HauMHATHCS c «https://», B vHTepdelice Bpaysepa momKHa
NOSIBMTLCS MIKOHKA 3aMKa);

~ BBIIIOIHATE pe3epBHOE KOMMPOBAHME BASKHO] VMHQOpMaLY,

YTOGsI He craTh KepTEoii S/IOYMBINIIEHHIKOB IIPY IOT630BAHII 6aHKOBCKMMH
KapTamu HeodX0MMMO IPUAEDKIBATECS CIERYIOLIMX MPaBILT;

" HMKOMY He coobware mun-, CVC- ymy CVV- KOZbI OaHKOBCKOM KapThl 1
OZHOPA30BbIe NapOIy;

" B TOPrOBBIX TOYKAX, PECTOPaHAaX i Kade Bce NeMCTBYS ¢ BaHKOBCKOLL KapToiu
HOJDKHBL TIDOMCXOIUTE B IPHUCYTCTBIAN ACPYKATE/l KapTel. B mpoTusHOM ciyuae
MOLICHHMKI MOTYT MOTYYNUTH PEKBUSUTDI KapTsl, G0 Coenath KOMAIO IIpu IIOMOIIY
CICUMANBHRIX YCTPOMCTB U MCIIOB30BATL X B AasbHeMIIEM /IS M3rOTOBJICH I
O IEITKYA;

"B Clydae rotepy 6aHKOBCKOI KapThI HEME/JIEHHO IOSBOHMTE B GaHK s
OJIOKMPOBKI - 9TO TIOMOYKET COXPaHNUTD [[eHEIKHbIE CPEeCTBA;

- HOMITIOUNTD YCIIYTY CMC-UH(BOPMUPOBaHMe - 3T0 obecreunT KOHTPOML 33
IPOBEIEHYEeM  JIIOOBIX  omepammu o Kapre. Ilpm momywenunm cmc o
HECARKIMOHPOBAHHOM CIIMCAHMI CPENCTB CO Cuera, 3a6/I0KMPOBATE KAPTY;

- YCTAHOBUTD JIMMUT BBILAYM JIEHEIKHDBIX CPEACTB B CYTKM U 38 OIHY OIePaLfio
(3T0 MOKHO cmenarth b OTHeneHmMy 6GaHKa MM YIATEHHO - b VMHTEPHET-0aHKe),
Mourennyxy e CMOT'YT BOCITOJIB30BaTLCS Cpasy BCeit CYMMOJ, KOTOPAsl HaXOMMUTCS
Ha Kapre;

- I1p) BBOZIe MMH-KOMA IPUKPLIBATE KnaBuatypy. BBoguts nuH-kox OBICTPBIMM
OTPaOOTAHHBIMM [OBIGKEHMSAMY - 570 TIOMOXKET B CTy4ae, YCTAHOBKM CKPBITBIX

VEOKAMED MOIIEHHUKOB;

- BbIOMpaTe I MOMb30BAHIL TEPMMHAMBL M GAHKOMATBI, KOTOpbIe
PACIIO/IOZEHbI HEMOCPENCTBEHHO B OTHE/IeHIMSX banxa wiu gpyrux OXPaHIEMbIX
YIPEKIEHMAX;,

" MICIIOZIB30BaTE BAHKOBCKYIO KapTy B TOPTOBBIX TOYKAX, HE BBISHIBAIOILIX
OJ03peHMIL;

- lIepel TeM Kax BCTaBUTh KapTy B KapTONPVEMHMK BHMMATEIBHO OCMOTPET
O8HKOMAT Ha TIpeiMeT Hamumdus MOMO3PUTENILHBIX YCTPOICTB, MPOBEPUTD, HALEKHO
4 OHM 3aKpervleHsl. Ecmy oweBupHO, uto HaKJIanHOe YCTPOMCTBO CMOHTHPOBAHO
KYCTapHO (MOJKHO VBMIETb OCTATKH K/I€d, HEHaLeKHOCTb KOHCTDYRLIM ¥
HEPaBHOMEPHOCTb KDEIUIEHMS), TO HeOOXOIYIMO IIO3BOHUTD Ha TOPSIUYIO JIMHUIO
0aHKa, COOOLINTD O HaHHOM (haxTe ¥ BOCIIOIb30BATLCS APYruM 6aHKOMATOM;

-B Clydae HEeKOPPeKTHOV paboThl 6aHKOMATI - €M OH [OJIrOe Bpemd
Haxonuics B peXuMe OXUIAHUS  VIH CaMOTIPOM3BOJIPHO IIepesarpyskaeTcs -
PEROMEHAYETCs OTKA3ATHCSA OT ero MCIOb3OBAMILY. Benmka BepogrHocTs TOTO, YTQ
OH MEPEIPOr PAMMIMPOBAH 3JI0YMBIILUTCHHIKAMIL



